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Theft Aware Executive Summary

Theft Awareprovides data protection and theft recovegr smartphones. It enables you to control and
find your device in the event ddss or theft

"A mobile phone gets stolen in the UK every 45 seconds. Thats nearly 800,000 handsets a
year." (uknetguide.co.uk)

"If your phone is stoleand a thief changes the SIM carit,usually isgyone forever ashe phonechanges

its identity... Theft Aware enables you to stay in contact with your phone even after that efemntard
Holzner, CEO Agent$

THEFT AWARE BASICS
51 OAEl OEA 4EEAASO ) AAT OEOU

To enable communicatioto your phone you will register up tatwo notification numberswith Theft
Aware (i.e. friends of yours, or your second phone). Those friends will then receive allAWaaé
messages for you. Now, if the thief changes the SIM card of the phbaeé, Aware will invisibly send
the phone number of the thig¢d those recipient numbers. By using the phone number of the thief you
can stay in contact with your phone.

E [&4) Text message

3 148 b The notification SMS contains:
From #43

- Phone number of the thief

Theft Aware (www.theftaware. - Network specific information

com) SIM card change notification. - GPS coordinatagavailable

Owner [Reinhard] Hetwork [T- - Link to online map service

13 Google maps

[232 - Austria] AreaCode YAHOO' LOCAL

[bttp:{}maps.google.com{?ie=UTF8 Contact the pOliCG to get your
options B Back phone backor remote controlthe
FigureL: Example of phoneto protect your data
Notification SMS

Mobile A] CellID [13¢

Send SMSCommands to the Phone

Get the current location of your phanéthe phone ha$sPS builin and GPS data is availalilaill send
you its GPS coordinates

Lock the phoneThe device will not be sable by the thief anymore as the screen will be blocked by
Theft Aware. Thisption can also be set to benabledautomaticallyupon SIM card change.

© by ITAgents interactive software solutio@809. All rights reserved.
http://www.itagents.at; http://www.theftaware.com 4



http://maps.google.com/maps
http://us.rd.yahoo.com/SIG=10uvcelj5/D=maps/Y=YAHOO/EXP=1276228983/*http:/maps.yahoo.com

Activatea loudsirensound The phone will start temit a loud siren sound that can only hened off
again by an authorized useYou are even able to customize the siren sound by specifying own sound
files or by recording a customized siren sound.

Wipe the phone and erase all private data stored oRarmat the phone AND all memoecwards to keep
your private data confidential

Backup all yourcontacts Before you wipe the phone you can backup your contacts, they will be
transmitted via SMS to the othelevice

Backup SMS that aimportant to you Just tell Theft Awa which SMS you want to resgubey will be
forwarded to the otherdevice

Let the phone call you bacKour phonewill call you back, so you can listen what happens at the other
side of the line withoutnybodyrecognizing it.

Remote command plugin interfadenplement your owrSMScommands.

Stealth Mode

After theft, thiefs usually check the mobile phone for applications that caoleil their identity Thiefs

will look forapplication iconsand will check thapplication manageas well as thepplication log If

the thiefis able to find suspicious traces it is very likely that the phone will be turned off and will be
subject to disposallhis usually results in the phone beiogt forever

All of the anti theft solution providers tried to solve this probleBut with ther solutions it is eithenot
possible toOK Il y3S (GKS G22tQa O2y TAIdzNI thé tBofprodideshisithle dzy A v & (
traces to a thief; causing all the consequences lined out above.

We cooperated with the device manufacturers and maathtp create the perfect solutiorheft Aware
is also theonly solution in the marketplacehat will be completely invisibleon the phone, in order to
give you the best chances to either catch the thief or get your device back

Tool Hides Installer Entry | No Password Dialogs | Hides App Icon Symbian Support
Theft Aware | YES YES YES YES

Guardian NO NO YES YES

PhoneBak NO NO NO YES

GadgetTrak | NO NO NO NO

Figure2: Comparison of Anti Theft Products (as $&p2009)
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Get Theft Aware 1.50

DOWNLOADAND/ ORPURCHASE THEFT AWARE

Theft Awareis available eithevia our websitenttp://www.theftaware.comorviab 2 1 A Qa h x L

Theft Aware Trial
Note that at our websitave also offera trial versiorof Theft Aware that is nadvailableat OVI store.
INSTALLATION PROCESS

After launching the installer process, it is straifgrivard to install Theft Aware. Please carefully read all
the texts provided during the installer process asytltontain important information.

Important Hint

Once installedTheft Aware will create two entries ithe installed application list, one entry is called
Theft Awareand one is calle@heft Aware Launcher

Installed applications

3G

Standard C++ library...
1kB

kB

Theft Aware Launcher
29kB

Uninstall
Figure3: Application List Entries

Always deinstall Theft Aware by deinstalling theeft Awarepackage. This will automatically also
deinstall theTheft Aware Launchegrackage.

LAUNCH THEFT AWARE

Congratulations! At this point in time you got Theft Aware 1.50cessfully installed on your mobile
phone. Now, launch th&heft Aware progranfrom within the application menu of your phone.

@

Figure4: Theft Aware Icon
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Use Theft Aware 1.50

NAVIGATE THE INTERFACES

To switch to thedifferent Theft Aware interfacesuse the left and right key©n touch phonesap the
tab arrows visible in the upper part of the scre&fou can alsasethe OptionsC Go tomenu to access
the different interfaces that Theft Aware offers.

SETTINGS INTERFACE

Whend G F NIIAy3a ¢KSFG ! 61 NBX GKS {SGGAyMBardetty sepNIF I OS
Theft Aware for active use youill have to specify the Theft Aware settings

Settin as
Settings

Hone
2 Access (ode
Bt EEd
3 Notification 1
Hone
4 Notification 2
Hone
5 Phone Lock Behaviour
Only upon SMS Com...

Options Exit
Figureb: Settings Interface

Owner

Pleaseenter your name here.

Access Code

Enter your access code here. This access code is used to authorize access to the Theft Aware
configuration interface Please do NOT forget your access codéu will not be able to reconfigure

Theft Aware without the a@ss code. Thetandard access codse0000 You have to change the access
codebefore you are allowetb activate the Theft Aware system.

Notification 1

Please enter an international phone number here. This could be the mobile number of one of your
friends. Any Theft Aware SMS Maié sent to that phone number.
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Notification 2 1

Youmayenter a second phone number here. Copies of all Theft Aware SMS will be sent to that phone
number for safety.

Phone Lock Behaviour

If this option is set tdJpon SIMCard Chang¢he phone will be locked automatically upon SIM card
change. If the option is set t®nly upon SMS Commanthe phone can onlype locked by SMS
command.The phone can ALWAYS be unlocked by restarting the phone using the original SIM card
againand entering a valid PIN cod¥ou can also unlock the phone by entering the valid access code
when the lock screen is active.

Siren When Locked

If this option is enabled, every time the phone is locked a loud siren alarm sound will be played. The
siren sound wilbnly stop if the phone is unlocked again. There is also a SMS command to start/stop the
siren.

Allow SMS Commands

Theft Aware enablegou to remotely control the phone by using SMS commands. You can disable the
feature here. If you set the value from Notification NumbersSMS commands will only be accepted if
they are sent from one of the notification numbers given above. The oftiom All Numberdifts that
restriction.

Send Contacts As

Theft Aware enables you to send contacts from your phone to anotherTmeft Aware is able to send
those contacts as Business Card or as standard text ISd&ver, not all phoneare able to hadle the
Business Card format, thus they will not be able to receive the message. If your notification partner's
phone is not able to receive Business Card messages, set this opliertt8 MS

Type Of Map
The Theft Aware notification SMS contains a flkiew the location of your phone by using online map

services. This option lets you choose which online map service you want to use (Google Maps, Yahoo!
Maps, Microsoft Bing Maps).

! Optional
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System

By using this option you can enable or disable the Theft Avsaotection system. Note thato SMS
commands nor any theft protection will workif the system is disabledOnce the Theft Aware
protection is enabled, Theft Aware will be put &iealth Modeautomatically. In Stealth Mode Theft
Aware is completely invislie to any thief. If you disable the system Theft Aware will be switched to
Visible Modeagain. Then Theft Aware can also be removed from the phone as usual.

HELP INTERFACE

The help text 5 a summary of use cases and is a short version of the docuh@ntou read nowlt can
help you get started with the most important use cases in the beginning. Use the up and down keys (or
drag the slider on touch phones) to scroll the text up or down.

ABOUTINTERFACE

The About Interface provides you withcopyrigt and versioninformation of Theft Aware as well as
generic data about your mobile phone system.

Property Description

Net Available | Indicates if a telephone network is available (Yes / N0O)

Network If a telephone network is available, gives the namheftelephone network

Cell ID If a telephone network is available, gives the phone network cell identiiethe
networkthe phone is currently connected to

Country If a telephone network is available, this gives you the name of the country the p

iscurrently located in

Country Code | If a telephone network is available, this gives you a numeric representation g
country the phone is currently located in

Area Code If a telephone network is available, gives the current area code

IMSI TheIMSI (International Mobile Qubscriberidentity) number is the worldvide unique
identifier of the SIM card inserted to your phone

IMEI TheIMEI (International Mobile Equipmentidentity) number (or serial numbgis the
world-wide unique identifier oyour mobile phonehardware

Tracking Indicates if location tracking data is available
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SAVE THE SETTINGS

Once you configureall the settings you need to save themhen quittingthe program you will be
asked if you want to save the settingé&u canalsouse theOptionsC Savecommand to perform the
save action without quitting the application.

When saving the settings, Theft Aware will check if the Theft Aware protection sysisrdisabled or
enabled If it wasenabled Theft Aware will switch itselbtStealth Modeif it wasdisabled Theft Aware
will switch itself toVisible ModeNote that the switch between the modes can take up to 30 seconds.

Stealth Mode

Stealth Mode idor surethe coolest featuran Theft Aware. No other company in the world is atale
provide this feature to you at this point in time.

Why is Stealth Mode Necessary?

After theft, thiefs usually check the mobile phone for applications that caoikil their identity Thiefs

will look for application iconsand will check thapplication manageas well as thepplication log If

the thief is able to find suspicious traces it is very likely that the phone will be turned off and will be
subject to disposal. This usually resultsha phone beindost forever

We cooperated with the device manufacturers and managed to create the perfect solUtieft. Aware
is also theonly solution in the marketplacehat will be completely invisibleon the phone, in order to
give you the best clmes to either catch the thief or get your device back

£ Applications £ Installed applications .z«
3G 3G
RPM Developer RPM Developer
130 kB 130 kB
iﬁﬁ;jdard G+ library... Installation log
1.00(0))
108 kB nstalled
Weather N95 xinote (3.02(0))
1013 kB temoved
1L Data Binding Vodafone Apps Manager (DE...
94 kB 2140772009 ed
(onnect mobYclips
Options Open i Uninstall .
Figure6: InvisiblelIn Figure7: InvisibleIn Figure8: InvisibleIn
Application Menu Installed Applications List Installation Protocol
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Visible Mode
Why is Visible Mode Necessary?

We already described why Stealth Mode is necessary. But why thedbewe& think you wouldcheed the
Visible Mode as well?

As you see above, there is no installed application entriplgion the phone in Stealth Modé&his
prevents you from uninstalling Theft Aware when you want to do ti&is is the reason why Theft
Aware switches itselfback to Visible Modéf you disablethe theft protection Then you can simply
uninstall the prodctagain

£ Installed applications
3G

Standard C++ library...
1 kB

Standard (++ library

Theft Aware Launcher

Weather N95

mobvclips | Theft Aware REEL
Open Back Uninstall
Figure9: Visible In FigurelQ: Visible In
Application Menu Installed Applications List

Access Configuration in Stealth Mode

In Stealth Mode it is not possible start Theft Aware in the usual way because Theft Aware is invisible.
This brings up the nextmovation that Theft Aware offetthe Theft Aware configuration interfacean

be startedby CALLIN@e ACCESSODEIf your access code is set 8222, just makea CALLo 2222

The call will be cancelled immediately without any cost to you and the Theft Awaarkguration
interface will start up within a few seconds.

Settin as
Settings

36
Amy Woods

2 Access (ode
Bt EEd

3 Notification 1

+436521513334422
4 Notification 2
#i Hone

= (alling

5 Phone Lock Behaviour
2222 Only upon SMS Com...
[ Options [ Options Exit
Figurell: Figurel2: The Phone Figurel3: Theft Aware
Typing 2222 Is Calling Opens
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removing that call log entries immediately after the dialing process.

Accept Another SIM Card

By default, Theft Aware sends theft notification SMS as soon as your trusted SIM card is removed from
the phone and another one is inserted instead. However, you may want to change your SIM card
because you changed your netwqrkovider or because of other reasons. To adjust Theft Aware to trust
the new SIM card perform the following:

- turn off the Theft Aware autdock feature if it is activated
- turn off the phone

- remove the old SIM card

- insert the new SIM card

- turn the phone omagain

- start the Theft Aware user interface

- quit the Theft Aware user interface

From this point in time on Theft Aware will accept the new SIM card as the trusted one.
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CUSTOMIZE SIREN SOUNDS

Theft Aware enables you to customize your siren sodiek menu Options/ Sound/ Select Sound File
lets you selecta sound file from your phone. Als@y can record a new sound sample by using the
option Record Siren SoundJse thePlay Siren Sourmption to listen to the currently active siren. Use
the Reset T@efaut option to reset the siren sound to the original one delivered with Theft Aware.

THEFT AWARE 1.50SMSCOMMANDS

Theft Aware can beemotely controled by using simple SMS commanésr this,the Systemand Allow
SMS Commangsoperties in the Settings Interface need to be enabled. Pleafsz to chapterSettings
Interfacefor details on that.

If the option Allow SMS Commands set to From Notification NumbersSMS commands are only
accepted iftheir sender phone number thamatches one of the notification numbers configureill
SMS commands sent from other numbers are ignordtleaserefer to chapterSettings Interfacdor
details on that.

An poperly authorizedremote SMS commanavill not causeany ring tone, signal, andnt light
activation or other indication of SMS arrival on the target phofslso the SM®iill not be visible irthe

SMS inboyof the target phone.SMS replies sent back to you by Theft Aware also will not cause any
attention when being sent and are ndbsed in the SMS outbox of the target phone.

Remote Command Authorization

All SMS commands muséginwith your Theft Aware access coder example, if theccess code is set
to 2222 a lock command should look like this:

g (&4) Text message &'10:*00 Eﬂ]
36 156(1) \aabc 0

To +4365021112224

2222 lock

Figurel4: All SMS Start
With The Access Code

If the access code does inmatch, the command is ignored and the SMS will be forwarded to the
normal SMS inbox on the phorteiggering all SMS arrival notifications
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Lock the Mobile Phone

This command willock the mobile phone It then will not be possible to perform any actions on the
phone anymore. Note that this will drag attention of the thief upon Theft Awailee phone can be
unlocked by

a) sending th&JNLOCISMS command,

b) entering the valid access code while the lock screen is active or

c) restarting the phone using thERUSTEBIM card and entering a valid PIN code.

While the lock screen is active, it is possible to dial emergency calls to the numbers 112, 991 and 999.

SMS comand:LOCK
Sample2222 LOCK

Unlock the Mobile Phone
This command wilinlockthe mobile phone again.

SMS commandJNLOCK
Sample2222 UNLOCK

Turn Siren on Mobile Phone On

This command wilhctivate the phone sirerNote that this will drag attentiomf the thief upon Theft
Aware.

SMS commandSIREN ON
Sample2222 SIREN ON

Turn Siren on Mobile Phone Off
This command willeactivate the phone siren

SMS commandIREN OFF
Sample2222 SIREN OFF

Update Mobile P hone Information

This command wiltause Theft Awareto send atheft notification SMSo the sender number of the
remote command SM&ontaining upo-date dataabout your mobile phone

SMS commandJPDATE
Sample2222 UPDATE
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